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Agenda

ÁBackground
ÁLow-level optimizations in NVME-OF RDMA transport
ÁData protection in RDMA transport
ÁAdvanced hardware accelerations in network  layer
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NVME and NVME-OF
ÁNVMeis designed to work over a PCIe bus
ÁTheNVMe over Fabricsis the protocol used for transferring NVMe storage commands between the 

client nodes over storage fabric
ÁNVME-OF RDMA
ÁNVME-OF TCP
ÁNVME-OF FC

Fabric based Transports

Messages & Memory

Commands use capsules.
Data may use Capsules or 
Memory

Examples: RDMA (ROCE, 
InfiniBand)

Messages

Commands and data use 
messages

Examples: TCP

Memory

Commands and data use 
shared memory

Examples: PCI Express

NVME Transports
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SPDK. NVME-OF Abstraction

NVME-OF Target Client (Initiator)

SPDK
Storage
Protocols

NVME-OF
Target NVME-OF 

RDMA

SPDK
Storage
Services

Block Device Abstraction

SPDK
Drivers

NVME Driver

NVME-OFDriver

Application

RDMA
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NVME-OF RDMA
Optimizations
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NVME-OF RDMA. Performance optimizations
ÁScope
ÁNVME-OF Target on x86
ÁNVME-OF Target on ARM
ÁNVME-OF Target forwards IO to backend target

ÁNetwork cards
Áά/ƻƴƴŜŎǘ·-рέ
ÁάBlueFieldέ
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RDMA. Selective signaling

Áά{ŜƭŜŎǘƛǾŜ ǎƛƎƴŀƭƛƴƎέ ǊŜŘǳŎŜǎ t/LŜ ōŀƴŘǿƛŘǘƘ ŀƴŘ /t¦ ǳǎŀƎŜ ōȅ ŜƭƛƳƛƴŀǘƛƴƎ 5a! ŎƻƳǇƭŜǘƛƻƴ
ÁIn IO Read flow, RDMA_WRITE is followed by RDMA_SEND
ÁCompletion for RDMA_WRITE can be skipped

ÁDeveloped by Alexey Marchuk, Mellanox: https://review.gerrithub.io/c/spdk/spdk/+/456469
ÁAvailable in SPDK v19.07

Áά{ŜƭŜŎǘƛǾŜ ǎƛƎƴŀƭƛƴƎέ ƛƴŎǊŜŀǎŜǎ Lhtǎ ƛƴ άrandreadέ
ÁARM up to 15%  

https://review.gerrithub.io/c/spdk/spdk/+/456469
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RDMA. Work request batching

Áά²ƻǊƪ ǊŜǉǳŜǎǘ ōŀǘŎƘƛƴƎέ ǊŜŘǳŎŜǎ /t¦ ǳǎŜ ŀƴŘ t/LŜ ōŀƴŘǿƛŘǘƘ ōȅ ǳǎƛƴƎ ǎƛƴƎƭŜ aaLh ƻǇŜǊŀǘƛƻƴ 
όά5ƻƻǊōŜƭƭέύ ŦƻǊ ƳǳƭǘƛǇƭŜ ǊŜǉǳŜǎǘǎ
ÁThe default approach for WQE (work request element ) transferring requires separate MMIO for each 

WQE
ÁWQE batching improve:
ÁIO Read flow: RDMA_WRITE is followed by RDMA_SEND
ÁάIŜŀǾȅέ ƭƻŀŘǎ όƘƛƎƘ ǉǳŜǳŜ ŘŜǇǘƘύΥ b±a9-OF Target needs to submit multiple RDMA operations
ÁMulti ςelement SGL: Each element needs own RDMA operation

ÁDeveloped by:
Á{ŜǘƘ IƻǿŜƭƭΣ άLƴǘŜƭέΥ https://review.gerrithub.io/c/spdk/spdk/+/449265 - NVME-OF Target
ÁAvailable in SPDK v19.07 . Requires applying fix : https://review.gerrithub.io/c/spdk/spdk/+/466029

ÁEvgeneneKotchetovΣ άaŜƭƭŀƴƻȄέ Υ https://review.gerrithub.io/c/spdk/spdk/+/462585/- NVME-OF Initiator

ÁPreliminary results:
ÁARM: randread(queue depth 64) up to 5%, randwrite (queue depth 64) up to 12% increase in IOPs

https://review.gerrithub.io/c/spdk/spdk/+/449265
https://review.gerrithub.io/c/spdk/spdk/+/466029
https://review.gerrithub.io/c/spdk/spdk/+/462585/
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w5a!Φ ²ƻǊƪ ǊŜǉǳŜǎǘΩǎ ǇŀȅƭƻŀŘ inlining

ÁPayload inliningreduces PCIe bandwidth by eliminating DMA read for payload
ÁSmall payloads up to a few hundred of bytes can be encapsulated into WQE
ÁPayload inliningcan be used for NVME-OF response 
ÁCapsule size is 16 bytes
Á¢ƘŜ ŦŜŀǘǳǊŜ ƛǎ ǳƴŘŜǊ ŘŜǾŜƭƻǇƳŜƴǘ ό!ƭŜȄŜȅ aŀǊŎƘǳƪΣ άaŜƭƭŀƴƻȄέύΥ 

https://github.com/Mellanox/spdk/commit/8682d067e5ab9470fb3596db0c47411c974ac47f

https://github.com/Mellanox/spdk/commit/8682d067e5ab9470fb3596db0c47411c974ac47f
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NVME-OF RDMA
Data protection
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Data Corruption

Á IS A DISSASTER !!

Á Backups may have bad data

Á Downtime/Corruptions may be fatal to a company

Á It is better to Not Return any data,  than return a wrong one

Á Occur as a result of bugs, both SW and HW (drivers, HBAs, Disks, Arrays)

Á Common failures:

ÅWrite incorrect data to the storage device ςmay take months for recognition

ÅMisdirected writes

Error can happen in every entity in the IO path:
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I/O path entities

*based on Martin K. Peterson slide
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Model

Á8 byte of integrity tuple per sector

ÁGuard tag:
ÁPer request property

ÁProtects the data portion of the sector

ÁOn the Wire ïCRC using well-defined polynomial

ÁOS ïusually use cheaper IP checksum algorithm (may use CRC)

ÁI/O controller should convert between types, if needed

ÁApplication tag:
ÁOpaque

ÁFree usage by application

ÁReference tag:
ÁProtect against misdirected writes

ÁType 1 - 32 LSbits of the LBA are used as base tag and incremented with each segment

ÁType 2 - 32 LSbits of the LBA used as base tag, can be anything for the rest

ÁType 3 ïOnly Guard tag is checked 
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Å Two possibilities for MetaDatalayout

Å Interleaved: Each data block is appended with 8byte integrity payload.

Å Not supported by Linux for local devices

Å Separate: Integrity payload fields lie in a separate buffer from the data.

Å Not supported in Fabrics by definition of the spec (not enough space in the SQE for metadata pointer)

LBA N:

Data

LBA N:

PI

LBA N+1:

Data

LBA N+1:

PI

LBA N:

Data

LBA N:

PI

LBA N+1:

Data

LBA N+1:

PI

NVMEoFςMetadata Handling



© 2019 Mellanox Technologies 1515

NVME-PCI. Data protection 

Host NVME Disc

NVME 
Controller NVM

LB Data LB Data
LB Data

No Protection

Host NVME Disc

NVME 
Controller NVM

LB Data PI LB Data PI

LB Data PI

End-to-End Data Protection

Host NVME Disc

NVME 
Controller NVM

LB Data LB Data PI

LB Data

άLƴǎŜǊǘ ϧ {ǘǊƛǇ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴέ



© 2019 Mellanox Technologies 1616

NVME-OF. Data protection 

Host NVMF Target

NVMF 
Controller NVMe Disc

LB Data LB Data
LB Data

No Protection

Host NVMF Target

NVMF 
Controller NVMe DiscLB Data PI

End-to-End Data Protection

άInsert & Strip Data Protectionέ

Host NVMF Target

NVMF 
Controller NVMe Disc

NVMF
Driver

NVMF
Driver

NVMF
Driver

Verify Verify

Insert/Strip

RDMA Transport

RDMA Transport

LB Data PI LB Data PI

LB Data PI
LB Data

LB Data
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SPDK. DIF άInsert & Stripέ mode

Á5LC άLƴǎŜǊǘ ϧ {ǘǊƛǇέ ƳƻŘŜ  ƛƴ ¢/t ¢ǊŀƴǎǇƻǊǘ
ÁShuheiaŀǘǎǳƳƻǘƻΣ άIƛǘŀŎƘƛέ Υ https://review.gerrithub.io/c/spdk/spdk/+/456452- SW implementation
ÁAvailable in SPDK v19.07

Á5LC άLƴǎŜǊǘ ϧ {ǘǊƛǇέ ƳƻŘŜ ƛƴ w5a! ¢ǊŀƴǎǇƻǊǘ
Á!ƭŜƪǎŜȅ aŀǊŎƘǳƪΣ 9ǾƎŜƴȅ YƻŎƘŜǘƻǾΣ άaŜƭƭŀƴƻȄέ Υ https://review.gerrithub.io/c/spdk/spdk/+/465248- SW implementation
ÁHW accelerated mode is under development : https://github.com/EugeneKochetov/spdk/tree/nvmf_rdma_sig_offload

https://review.gerrithub.io/c/spdk/spdk/+/456452
https://review.gerrithub.io/c/spdk/spdk/+/465248
https://github.com/EugeneKochetov/spdk/tree/nvmf_rdma_sig_offload
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DIF άInsert & Stripέ mode. SW vs HW
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Read, Single core performance
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Queue depth: 32
Block size: 512+8
Disk: Samsung PM1725b
Platform: x86

Higher is better

HW acceleration for DIF data protection
overperforms SW by 200%
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SPDK. Memory management in NVME-OF RDMA

NVME-OF Target

SPDK
Storage
Protocols

NVME-OF
Target

NVME-OF 
RDMA

SPDK
Storage
Services

Block Device Abstraction

SPDK
Drivers

NVME Driver

IO buffer #0 IO buffer #1

SGL[0] SGL[1]

IOV[0] IOV[1]

IOV

IOV

SGL

Buffers
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NVME-OF RDMA. Metadata placement

md#0 md #1 md #2 md #3

SGL[0]

IOV[0] IOV[1]

SGL[1] SGL[2] SGL[3]

IO buffer #0

IV[0]

metadata

IV[1] I4 I5 I6 7

IO buffer #1

IV[2] IV[3]
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DIF Model

DIX Model

Memory

RDMA SGL

Bdev IOV

Memory

RDMA SGL

Bdev IOV
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NVME-OF RDMA. Metadata placement

ÁάDIFέ model increases number of SGL elements in RDMA layer
ÁάDIXέ model increases number of IOV elements transferred to bdev layer
ÁIn performance testing άDIFέ model overperforms άDIXέ
ÁάDIFέ model is chosen as default option
ÁMulti-element SGL will be can be replaced by UMR (άUser memory regionέ)

ÁάDIXέ model is used for άin-capsuleέ data
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I² ŀŎŎŜƭŜǊŀǘƛƻƴ ŦƻǊ ά5LCέ

B B B B

Block signatures

Chunk of data with signature Source: Wire / Memory

Chunk of data with signature Destination: Memory / Wire

Add/Verify & Remove


